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https://scdn.line-apps.com/stf/linecorp/en/csr/line-encryption-whitepaper-ver2.1.pdf








4A 32 4D 72 39 33 33 6C 
61 54 4E 6B 32 4D 4A 30

49 D8 AD DC 2B AE 89 D1
EE 67 D0 5F CB F3 5C 07
35 2D B4 93 F1 63 D8 51
DC 58 BB DA E0 9A 60 0B
12 15 DA E0 2D 2B AE D8
…





PKCS#7 padding
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF 08 08 08 08 08 08 08 08

XML encryption padding
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF ?? ?? ?? ?? ?? ?? ?? 08



10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10



Curve25519 private key as SecureKey

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Fixed padding as SecureKey, loaded from exported keyblob using SecureKey.importKey( )

10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10



Curve25519 private key as SecureKey

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Default padding(XML Encryption) in Key Wrapping)

?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? ?? 10

Fixed padding as SecureKey, loaded from exported keyblob using SecureKey.importKey( )

10 10 10 10 10 10 10 10 10 10 10 10 10 10 10 10



secret[0]  &  248; //최하위 3비트를 제거 
secret[31] &= 127; //최상위 비트를 제거 
secret[31] |= 64;  //다음 최상위 비트를 설정

https://www.rfc-editor.org/rfc/rfc7748#section-5


32bytes Random SecureKey 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF



for(x = 0; x < 256 ; x++) { 
    lut00[256] = x & 248; 
    lut31[256] = (x & 127) | 64; 
} 





16bytes Random SecureKey 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Randomly picked from LUT00

42 30 42 30 42 30 42 30 42 30 42 30 42 30 42 30



Random picked from LUT00

42 30 42 30 42 30 42 30 42 30 42 30 42 30 42 30

16bytes Random SecureKey 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF





16bytes Random SecureKey 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Random picked from LUT31

34 32 34 33 34 34 34 35 34 36 34 37 34 38 34 39



16bytes Random SecureKey 

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Random picked from LUT31

34 32 34 33 34 34 34 35 34 36 34 37 34 38 34 39



Front part of the key

30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

Rear part of the key

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 34



Clamping done 32bytes curve25519 private key

30 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF 34












